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1. Introduction:

This document describes the process for setting up your Mitel Phone system to record calls and
perform call analytics using the CallN Call Recording service.

2. Prerequisites

The Mitel environment must the following:

< MSL 10.5.15+ server

<> Mitel Border Gateway (MBG) version 8.0+ / Secure Recording Connector (SRC) protocol 1.3
<> MiVoice Business (MiVB) 8.0 or greater

<> Open Integration Gateway (OIG) 4.1 (protocol Version 1.1) with standard call control

X Appropriate licensing for Recording Taps. A Recording Tap license will be used for each

concurrent call that is being recorded.

X Station calls for recording are routed through the SRC\MBG Server.

X3

%

Windows Communication Foundation and Window Identity Foundation
For more details of compatibility please refer to OIG Engineering Guideline.

X3

8

CallN Monitors using OIG supports the following Mitel call manager platforms:

@

“* MiVoice Business on

o 3300ICP, MXe Il and MXe Il

o 3300ICP,CXand CX I

o 3300 ICP, CXiand CXi ll
* MiVoice Business for Industry Standard Servers
* MiVoice Business Virtual

>

*,

(R )

*,

*,

You will also need a computer to load the CalIN VolP Recording Client. This can be a physical or
virtual computer and must be running Windows 7 or higher or Windows Server 2012 or higher and
.Net 4.8 or higher. The computer must be part of the same domain as the Mitel Environment orin a
trusted domain of the Mitel Environment. You will need to have signed up to CallN or have a trial
account as you will need a CalIN Portal to store calls.

3. How your calls are recorded

The computer needs to have the CallN VolP Recording Client installed. The CallN client connects to
the Mitel Environment by creating an SSL tunnel through to the Mitel SRC Server. This allows for the
recording of the call traffic. A similar connection is opened to the OIG Server where TAPI information
for calls is collected. The TAPI information contains call data, such as the numbers involved and
direction of the call. The TAPI information and the recorded call are then uploaded to your CalIN
portal where the call will be displayed for playback and reporting.
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4. TAPI Configuration

TAPI is part of the OIG setup and is require so that the metadata for the recorded call is passed

through to your CallN Portal. This is done by altering the Class of Service (COS) of the handsets to be

recorded.
Connect to your Mitel PBX system.
Expand the System Properties folder, then expand the System Feature Settings.

Select Class of Service Options.

Node Howsa 3300 Alarm

@l

Status o Alarm 2011-May-19 0123539 Message Bowrd About Help | Logost
DR Class of Senvice Opsans on [Howsad300] Show form on [¥]
View by Category v -~ §0% Shenw hd
¢ Licenses Class of Service Optioas  Search:
¢ LANWAM Configuration — —
v Viice Network Find ateldnameg Cless Of Seedos Number v ihat has 3 value of | search

* Systom Properties
* System Settings
= System Feature Sellings
Systemn Options

Class of Seeécs Optons

| Copy { proc.. | | mpon | | Export., | | Data Ratresa |
{ << [ < }[>]] ]

pr

Caange

Class of Service Options

SP Davice Capabines g Chass Of Service Number Comment

Class of Restricion Growps | 1 Stancand User
System Access Pomis o | 2 Ext Hot Dast
Featre Access Codes & 2 ACD AQent OWTD
Independent Account Codes

Dafadt Account Codes & ‘ 30 0m e
Spatem Actount Codes & 5 CallFwa Ext
Syatem Speed Calks Front Deax

Tanamns 7 Hot Dask Prons
SMOR Options ¢ B ACD Agent S\Wrp
Trafic Report Cphons 4 2 ACD Sup 2Wrp
Inwasd Diging Moaication 4
w0 NE WRALCD Moo
*  System Admenistraton
" ANG Ponts
v Hardware
12 SP Edinsins
v Trusks < Edensh
+ Usaers and Devices B
Usér and Davice Configuration 4 “
* Atendants 15 auto-answer
* ACD
[ o e oo x
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Verify each of the Station COS Assignments have “Yes” checked for the following:

o HCI/CTI/TAPI Call Control Allowed
o HCI/CTI/TAPI Monitor Allowed

r

£ - Webpage Dialog

[oTeen oL CampTor cogyeu T noweskoser . @ No

Group Call Forward Follow Me Accept
Group Call Forward Follow Me Aliow
Group Page Accept

Group Page Allow

Group Presence Control

Group Presence Third Party Control
Handset Volume Adjustment Saved
Handsfree AnswerBack Allowed
HCUCTUTAPI Call Control Allowed
HCUCTVTAPI Monitor Allowed

Head Set Switch Mute

Hot Desk External User - Answer Confirmation

Hot Desk External User - Display Internal Calling 1D
Hot Desk External User - Permanent Login

Hot Desk Login Accept

Hot Desk Remote Logout Enabled

Hotel Room Moaitor Setup Allowed

Hotel Room Monitoring Allowed

HotelMotel Room Personal Wakeup Call Allowed
HotelMotel Room Remote Wakeup Call Allowed
Individual Trunk Access

Local Music On Hold source

[S55)

Yes -
@ No ' Yes
@ No T Yes
No @ Yes
No @ Yes
Mo @ Yes
@ No ©) Yes
MNo @ Yes '
No @ Yes
No @ Yes e
No @ Yes
@ No ' Yes
No @ Yes
@ No " Yes
@ No ' Yes
@ No " Yes
@ No ) Yes
@ No " Yes
@ No 7 Yes
@ No " Yes
@ No T Yes
No @ Yes
No @ Yes -

m e

Save any changes made.

5. Certificate Approval

Approval of the certificate can be done via the SRC/MBG server. Once the SSL connection to the
CalIN Client is established, a certificate is created and must be approved.

Approving the certificate through the MBG/SRC, log on to the MBG/SRC server web page.

Under Security, click Certificate Management. Certificate requests waiting for approval appear

u

C

nder the heading Queued CSRs.
lick the Certificate ID link.
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CALLN

Corvmrsstion Busness Intaligenca

Applications
Mitel Border Gateway
Remote proxy services

ServiceLink
Blades
Status

Administration
Backup
View log files
Event viewer
System information
System monitoring
System users
Shutdown or reconfigure
Virtualization

Security
Remote access
Local netwarks
Port forwarding
Web Server Certificate

Certificate

Manage Certificates

v Operation status report

Cert 1D b9106888-a985-4e45-968d-a1a27a7c7092 was successfully revoked.

In this panel, you can manage all Certificate Signing Requests (CSRs) in the queue of this server, and any signed certificates issued by this server's Certificate Authority (CA).

To approve or reject a request, click on the Request ID, and use the resulting page. Before you approve a CSR, you should establish the individual's identity by some means (by

The following are the details of your Certificate Authority's signing certificate.

Queued CSRs

Issuer Issuer: C=CA, ST=0N, O=Mitel Networks, OU=VoIP, CN=Mitel 6000 CA/emailA
Subject Subject: CN=Servicelink Account ID: 25427714/emailAddress=admin@mbg8.I

Not before Apr 9 16:13:01 2014 GMT
Not after Apr 6 16:13:01 2024 GMT

t&rllﬂcﬂte D
be6f631-ae2d-dcce-alcd-54124f539d442
L

Subject
CN=CallReplay

Approved Certificates

Certificate ID
e7fBe0e8-0cle-4901-8404-46caB2f10ef2

Subject

CN=MBG:mbg8.mytel.local_

After confirming the requester, do one of the following:

e Click Cancel to return to the Certificate Management main screen without
approving/rejecting the request.

e Click Approve to approve the CSR.
Note: The approved CSR is listed as a certificate under the heading Approved Certificates. It
can take up to two minutes for the approved certificate to appear.

e Click Reject to remove the CSR from the list.

@HnaTeL

Applicatians

Serwicelink
Bledes
Sty

Adeministration
Wiew lag filse
Evant vigwes
Epdtans ol oo
Syatam monitaring
Spetam usare
Shutdasn or recorfigurs

Securily

Rarmote soaii

Local natwarka

Port faresrding
CartiticatnMensgemant
Prosy s

Swcurs recoeding connackar

Mitel Standard Linux

admin@mitel-srcl vpi-corplocal

Manage Certificates

Iru this paned, you can manage all Certificste Siprang Requests (CSRs) in the queue of this server, and any signed cerbficates issued by
this server's Cartificats Authority [Ca),

T approve or rejsct & request, chick on the Request 10, and uss the resulting page, Before you spprove & ©5A, you should establish the
individuals identity by some mesns by & phonecall b the very least), or you will defeat the purpose of this exercie.

The fallowing are the details of your Certificats Authorty's siging cartificets.

Mot befors &pr 24 07159105 2008 GMT
Mot after Apr 22 07:59:0% 2018 GMT

Queiied CERS
Thiers are no perding CERs in the queus at this Bime

Approved Certificates

Configuration
Clustsring
Dste snd bims

D

LEPs

SHHP

Raview cordiguration
Miscellansous

Buppor and lisesaing
Halp

HogFinarets 4nad addrassas

Certificate 1D

subject Subiest: CN=Servicalink Account 10; 41139373 sl Address=sdmin@mital-srcl. vpi-

Izssmer

Lsgaul

@;

lidugr: CmCA, STw0N, Oepie] Retsorks, OUsValP, CHeRibel S000
Clfmmailiddress s s ourty@ Mitel com

conp Jocal, DmirZ Conporation

Suhjmct

CHaVPICallLogger-1-1
Ch=YPICsllLogger-1-58C1

Ravoked Certificates
Certificate 1D Subject -
F Tio- -11 ~BAR] -Ed 4 CHatug-lecal-mitel_srol.vpi_oorp Jocad@L52 168,202 1%
SE0LGEME-13%60-1] D0 0000 S T4 S S Rac Tal CheYPICallLogger-1
ALTEAIE- 20651105 -ALACEE AT CR=UPICallLogger-1
22B11E2-2506-1100-54F0-FOE00L 754 70 CHR=AUPICalILagger-1
-3083- y-F194 7- BT FYS TABEE,

CR=\PIC 8l ILagger-1

6. Loading the CallN Client

On the recording computer, download the latest CallN client from the CallN web site.

Install this onto your computer. You will be prompted to enter you CallN portal domain name, a

downloads/)

CallN username and the associated password once installation is complete.
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Domain https:,","| richinvestments |.G|In.c0m

Usemame | sean@richinvestments.com |

Paszsword | LRI LT L DL |

Cance

Select ok to save the details.

7. Create certificate and bind port

In order to retrieve the TAPI information securely from OIG, you will need to create SSL certificates
and binding to specific port.

Open a command shell on the recording computer in Administrative Mode.

All Apps Documents Settings Web More » Feedback

Best match

- Command Prompt
App

Search the web

Command Prompt
2 cmd - Ses web results > Aon

App

) Open

Run as administrator

=1 [§s)

Open file location I

3 Pin to Start

19 Pin to taskbar

Navigate to C:\Program Files (x86)\CallIN\VolP Recording Client.
Run the following command to create the certificates and binding to port 8089

SSLCertsGenerator.exe 8089

B Administrator: Command Prompt
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To remove the certificates and binding to port 8089 run the following command

SSLCertsGenerator.exe remove 8089

8. Create Local Password

From a Web Browser, connect to your MSL Service. From the menus on the left, select Mitel OIG.

D Mltel ‘ Mitel Standard Linux admin@audemo-oig.micloud.solutions  Status: [MSjor B3
licati - -
% ~ Mitel Open Integration Gateway
Servicelink Overview Application A it i Metwork Elements Opficns MiVoice Users
Blades
Status This page displays the list of applicati It every 30 or click here to refresh now.

Administration

Web services

Backup ¥ Allowed Applications

View log files

Event visvier Application Name | Company Name A Active Sessions A

System information

System manitoring v Vv v

System usars PYIJ h Zm 1?

Shutdown or reconfigure aul Jonansen a 1% =

Virtualization
Security

Remote access % Create Application Local Password:

Port forwarding

Syslog Click here to get the latest available applications list from Mitel.

Web Server

Certificate Management Available Applications: Local Password:

Create

Configuration CallN * | |esssssswsl | -

Networks

E-mail sattings
Under the “Create Application Local Password”:
++ Set “Available Applications” to CalIN

% Set a Local Password and click Create.

Take not of the created password as you will need it to configure the CalIN Client.

9. Configuring CallN Client

From the system tray, double click the CalIN tray icon to open the configuration page. The Tray icon
is hidden, select ” to reveal hidden icons.

* X T1dqi ENG

Select the Network Tab.

With the Mitel integration, you can only monitor one port. In the Adapters section, change from the
default setting of “All” to “Only the selected adapters”. Select the local ethernet port of the
recording computer as the only monitored adapter.
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2" CallN VolP Options X

Archive Metsapiens Keypad MNumbers Miel
General Metwork S|P Endpoint Remote Capture  Web Proxy Logging  Advanced

Adapters

Change which network adapters will monitor and record calls.
."'a Al
(®) Only the selected adapters -

[] Bthemet 2 {TAP-Windows Adapter W) -
Ethemet (Intel(R) Bthemet Connection (2) 1215-LM})

[ unknown A
£ >

Packet Filter

Filter netwark traffic, Can be useful for filtering only calls from

one LAM segment.
Help

not (greater 10240 or port 445 ar port 139 or part 65) |

Advertised Endpoint IP Address
When behind a NAT that can't be discovered, provide static IP address.
(@ Use local machine IP address
() Automatically detect public IP address via STUN
() Ovenmide with | |

Move to the Mitel Tab.
Input the IP address for the follow:

«* MISSL Tunnel Endpoint IP address. This is the same as the MGB/SRC. The port is not
required.

+» Mitel SRC IP address. This is the IP address of the MBG/SRC. A port is necessary for this
entry, with the default being port 6801. If another port has been configured within the SRC,
this will need to be changed to the new value.

+«+ ICP Address is PBX IP address
% OIG Address is the IP address of the Open Integration Gateway

«* Event handler URL is https://localhost:8089/EventHandler

% Application Name, Application Password, Company name will show default details. These
details are shown on the same interface used to create a Local Password.

++» Local Password. This is the password you created in the previous step.
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~Z" CallM VolP Options

General Metword SIP Endpoint Remote Capture  Web Proxy  Logging  Advanced
Archive Metsapiens Keypad Numbers Mitel

Mitel SRC Tunnel Endpoint
Impartant : Any change in this section will delete the certificate which is using to

MiSSL Turnel Endpoint Ip Address [ Port
[10.0.0.100 || |
Mitel SR.C IP address [ Port

10.0.0.100 | [s801 |

Q15 Settings

The process of creating 551 certificate and binding port will be required before
connecting to OIG server, (More details in installion guide)

ICP Address 0IG Address Version
|1u.u.u.1m | |1u.u.u.1u21 | |1.1 |

Event handler LURL
|hﬁp5:fﬂncalhnst:ﬂll}ﬂﬂf EventHandler |

Application Mame Application Password

|F‘au| Johansen | |u"uuu |
Company Mame Local Password

|CaIIN | |||-|||-||| |

Concel || Aorly

connect to the SRC tunnel, It will required to approve again in Mitel Border Gateway.

Select OK to save the changes.
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